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,Poznata strana”
yvou <

Povrsinski web Linked[]
(eng. Surface web) |

,2Nepoznata strana”

Duboki web
(eng. Deep web)

y = Duboki web
90%
Tamni web

(eng. Dark web) it ~Tamni web



Povrsinski web

8 milijardi mreznih stranica

00 zettabyta (ZB)
atni put do mjeseca -

ljudi koristi internet

1 ha brzini od
1 po sekundi

mreznih mjesta dnevno

mreznih stranica



Povrsinski web

Maniji dio World Wide Web www)

livi dio interneta

Ivi dio interneta

dio interneta
hoo, Bing...)

Interneta

Jubokog weba”




Duboki web

Nalazi se ispod povrsine

90% svih mreznih stranica nalazi
se u ovom dijelu www

Sva mrezna mjesta koja nisu
identificirana od strane
poznatih trazilica

- Baze podataka

- Privatnih racunalnih mreza
(npr. poslovnih subjekata,
drzavnih tijela, obrazovnih
ustanova, ...)




Duboki web

Velika je vjerojatnost da isti
koristite svakodnevno

Mrezna mjesta koja
zahtijevaju unos lozinke ili

drugog sigurnosnog
mehanizma, odnosno koja
ne dopustaju trazilicama
pretragu (eng. web crawling)

Administrativna sucelja
Online bankarstvo
E-gradani

El. posta

Socijalne mreze

Pravni sadrzaj
Lijecnicki sadrzaiji, ...




Tamni web

Nalazi se u dubinar
Dubokog weba

Znatno maniji dic

Pristupa mu se p
preglednika




Hacking accounts
of US government
officials?

years
prison term

Targeted attack

from

$4,500

Infecting with
ransomware Trojan
(1,000 nodes)

$750

Managing shadow
service for anonymous
scan of malware using
various antiviruses*

3 years
prison term

Hacking email Hacking website
from

§2b $150

DARK MARKET ——

Infecting with
Trojan for mining Stealing
(1,000 nodes) payment data

from

$300  $270

Conducting
DDoS attack®

year
prison term

DDoS attack

from

$50

aday

Stealing
from ATM

from

$1,500

Developing and
distributing RAT®

1 years
prison term

Products
Name  vemdor [Pricc _[Rating |

0 5 RANSOMWARE > EXPERIENCED BUYER ONLY RBP From $10.00 Hrk ok (47)

~ Go to Offer

#1BITCOIN STEALE 00,000 ADDRESSES REP From $2.99 # Go to Offer

ULTIMATE PASSWORD Ri> Crack any password!e 1 magnus (EEB From 2,00€  Go to Offer

DROID JACK Andriod RAT magnus (B From 2,00€ Wyl ~ Go to Offer

GhostSquad DDOS = Botnet Toals drunkdragon () From $0.99  Go to Offer

MAGNUS-Account Stealer Pack-Crack-Pac Warking magnus (220 From 5,00€ Wl ~+ Go to Offer

Huge Bot Pack (Gooale, Facebaok, Youtube, Twitter) And More! drunkdragen (B From $1.99 # Go to Offer

MAGNUS-DROID J ndriod RAT magnus (220 From 2,00€ ~ Go to Offer
Elackmail Bitcoin Ransomware [With Sourcecode] TheWolfST (D From $15.00 = Go to Offer

Spytech Spyagent Keylogger PinkQueen (K From $1.99 ok kkok s0) IENCRGRe] 113

The Ultimate Bitcoin Stealing Guide Grantyourwish I[EXEE) From $9.99 - Go to Offer

SILENT MON X MINER BUILDER creatine (EXEED From 300,00€ G~ Go to Offer

Kriminalne
aktivnosti



Kriminalne , e _
aktivnosti ——

CALIEOKN LA

Scan *Best Price* Custom Australian passport scan + utility t

< - 80.00733 B0.01468
" : > I~ 0 BarryBusiness (3500) (4 92w ) CargPass (2650) (4 85

UK ENGLAND DRIVING LICENSE PASSPORT
PACK PSD Photo

ANADIAN Passport PSD Template HQ

B80.00397 B80.000633
— et

. ' Chemoby! (2500) (481w ) MoneyMakerBoss (15000)

(404

—
‘..‘x“ CN -« WW « - — )
y C

4,'."«‘ e
& = o (cscrom]

¥ (FR) France Passport Scan Austrakan passport scan of real person

B0.001006 ‘ 80.000917
TheCybermenGroup (24) CardPass (2080) (4 88w )
(5.00% ) WW -« WW
EU . GB Ww

b
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Kriminalne
aktivnosti

Comeas

Lungs

Heart

Liver

Kidneys

from USD $30,000

from USD $150,000

from USD $130,000

from USD $98,000

from USD $62,000




Pravna aktivhost

-2021-

OPERATION TROJAN SHIELD/OTF GREENLIGHT

PARTICIPATING COUNTRIES %

stralia, Austria, Canada,
nmark, Estonia, Finland,
pmany, Hungary,

New Zealand,

Wed States

OPERATION TROJAN SHIELD/OTF GREENLIGHT
RESULTS

800

” suspects arrested

INe Tan more than e e

8 tons g@ 2 tons 22 tons

cocaine seized amphetamine and cannabis and cannabis
methamphetamine resin seized

sezed

aoproxmstely “ s
700 250 @ $48 million
house searches firearms seized in various worldwide currencies

and cryptocurrencies seized



Pravna
aktivnost

| | NS

NCA

National Crime Agency

“Welcome to Video”
THIS HIDDEN SITE HAS BEEN SEIZED

as part of a law enforcement operation by the United Kingdom,
United States, Germany and the Republic of Korea.

$3.0)3. 93 YWY BE4AZ
O] AFO|E= H|2i &l ASLICH

nal nartners arrecte haye taken

Australia



Kriminalne
aktivnosti

NASLOVNICA NOVOSTI SPORT DOGADANJA GALERIJE

Voze bijeli kombi i nude slatkise! Dijete u strahu
dotrcalo doma, roditelji pozvali policiju



Opasnost od stranaca

Youtube:
The Dangers Of Social M d Predator Experiment



https://www.youtube.com/watch?v=m6Z7EWFTYTU

DrZavan Skola za javnu upravu (www.dsju.hr)

mario.petrovic@rdd.gov.hr






